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Abstract:

In the digital age, security and transparency in the certification of knowledge and skills are of key
importance for educational institutions, employers and learners themselves. Traditional methods of
certifying qualifications often suffer from lack of trust, the possibility of forgery and difficulties in
verification.

This report presents an innovative certification model based on blockchain technologies, which
provides decentralized, secure and accessible management of certificates, credentials and other
documents with factory numbering. The main principles of applying block-chain in the educational and
professional context are discussed, as well as the advantages of the decentralized system over
traditional methods.
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BbBEAEHUE

AurntanHata TpaHcopmMaunsa B 06pa3oBaHMETO U TPyAOBUSA Nasap 3HAYUTESHO
NOBULLM HEOBXOANMMOCTTA OT AOCTbIMHA, HAAEXAHA M IECHO NPOBEpMMa JOKYyMEHTaLMs
[1]. BaxkeH mOMeHT B obpa3oBaHMETO € npocreasBaHe OBMXEHNETO Ha AOKYMEHTU C
dabpnyHa Homepauusa (APH). Bcekn gokyMeHT ¢ pabpmnyHa HoMepaums e opuumaneH
OOKYMEHT, n3gageH ot y4ebHo 3aBeeHne Unm MHCTUTYLNS, KOUTO CbabpXKa YHUKaneH
CEepVEH UNu perncTpaumoHeH HoMep, Ypes3 KOMTO eAHO3HAYHOo ce ngeHTuduumpa [2].

B cuHXpOH ¢ 6bp30TO passuTME Ha 06pa3oBaHMETO U HEOBXOAMMCTTa OT ObyyYeHne
Npe3 Lesivs XMBOT, HaWKAT eknn pa3paboTtn moden 3a cepTunLmMpaHe Ha 3HaHusTa U
yMeHUsATa 4Ype3 M3Non3BaHeTo Ha B6riok4enH TexHonornmte. Teanm TexHonormm mmat
KanauuTeTa Aa rapaHTumpaT COBCTBEHOCT, CUrYpHOCT W [OoBepue, envuMmuHupar
Heob6XxoaMMOCTTa OT MOCPEeAHWULM, KaTo MO TO3M HauMH OCUrypsiBaT NpPO3payHoOCT U
npocneanMocT Npu ynpasrieHne Ha npouecu ¢ noseye yvyactHmum [3].

U3NOXXEHUE

O6yueHneTo npes uenua xumBoT (lifelong learning) e npouec Ha HenpekbCHaTO
o0y4eHne n npugobuBaHe N yCbBbPLUEHCTBAHE HA 3HAHUS, YMEHUS U KOMNETEHTHOCTU
C Uuen J§u4yHo pas3BuTMe U ycnewHa npodecnoHanHa peanusaumsa  [4].
CepTuduumpaHeTo Urpae KrovoBa pons B TO3U NPOLIEC, KATO CYXWN KaTo CpeaCTBO 3a
AoKa3BaHe Ha KOMMETEHTHOCTW, NPUAOOUTU BKNHOYUTENHO W3BBLH TpaauuuoHHaTa
obpasoBaTenHa cuctema — HanpuMmep 4pe3 OHMaWH KypcoBe, MNpodyeCUoHanHu
o0yyeHnss n TpeHuHrn. 3nons3BaHeTo Ha MHOBATUBHU TEXHOMOMMKU Kato 6rokyerH B
TO3M KOHTEKCT NpaBu CepTUMULMPaHETO OLLe No-HagexgHo, Npo3payvyHo N SOCTBLMHO.

TexHonornaTa Ha GnokoBaTa Bepura ocurypsiBa HEM3MEHAEMOCT Ha [JaHHUTE, U
enMMmMHUpa pucka ot danwmduumnpaHeTo Ha cepTuduKatn U yoOCTOBEPEHUS, KaTo
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ycrnopeaHo ¢ ToBa JaBa Bb3MOXHOCT 3a NpoBepka OT TpeTu cTpaHn 6e3 HeobxoamMmocT
OT NocpeaHNLM U LeHTparieH ynpasnsaBall, KOMOHEHT. BCMyko ToBa MOXe Ja ocurypu
YCTOMYMBOCT W CUFYPHOCT B KOHTEKCTa Ha rnobanusaums Ha TpyaoBus nasap u
HeobxogumocTTa OT Obp30TO M HageXaHO MNOTBbLPXKAEHWE HAa KBanUdUKauumnTe U
komneTeHTHOCTUTE. OCBEH TOBa MHTErpMpaHeTo Ha CTaHgapTa Ha LOOKYMEHTUTe C
habpnyHa HoMepaLms ocUrypsiBaT yHUKanHa v npocrneanma naeHTudukaumsa Ha BCeku
nsgageH [OOKYMEHT OT pasnuyHute obpasoBaTeriHn WHCTUTYUMN —  YyYUnuuia,
YHUBEpPCUTETN, npodpecnHanHu acouuauumn u gp. [5] M3nonssaHeTto Ha pabpuyHa
HOMepauusa 3aegHo ¢ BIrIOKYenH rapaHTupa, Ye BCekn JOKYMEHT MOXe Aa Obae necHo
noeHTuunpaH 1 NpocrnefeH, Koeto HamansgBa pucka OT uM3MamMu U yBenun4yasa
[0BEPMETO B Nnpoueca Ha cepTuduumpaHe.

[Tony4yaBaHeTO, W3NOM3BaHETO M MNPU HyX4da YHULWOXaBaHETO Ha OMNNoMH,
cBupeTtenctea W Opyrm € npouec, W3MCKBall, HenpekbCHATO npocnenssaHe,
Bepudmkaums n curypHocT. Bcekn gokyMmeHT ¢ pabpmnyHa Homepauusa (APH) moxe ga
CbLLeCcTBYBa B 06pa3oBaTenHa NMHCTUTYLMS, YPe3 HAKOM OT CbCTOAHUATA, MNOKa3aHW Ha

durypa 1:
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Queypa 1. State-Machine duagpama Ha [JOH

Korato O®H npucturHe B obOpasoBaTenHa WHCTUTYUMs OT MeyaTHuuata 3a
AOKYMEHTN ¢ (pabpnyHa HoMepauusi, TOM BfM3a B CbCTOSHME ,HannyeH n akTmBeH".
Te3n oOKYMEHTU NpU U3NULWBLK MoraT fa ce NPexBbpdaT Ha Apyra opraHu3aums u cnea
NpexBbpSISTHETO TOW CNUpa Aa CbluecTByBa 3a Hac. Korato ce nsgage 4OKyMeHT Bfn3a
B CbCTOsiHME ,M3gameH” u ctaBa HEBBL3MOXHO Aa ce u3nonssa BTopu NbT. AKO €
HapyLleHa HeroBaTta UsanocT Bfn3a B CbCTosIHME ,HerogeH“ u cnegBa aa ce 6pakyea.
AKO ce gonycHe rpellka npu HEroBoTo u3gaBaHe, Bn3a B CbCTosiHME ,Crpeluen” n
OTHOBO cneaBa aa ce bpakysa [6].

Cmarame, 4e wusnonssaHeTto Ha Blockchain TexHomormTe 3a u3gaBaHe Ha
AOKYMEHTN C dabpuyHa Homepauusi, KaTo AUNSIOMM W CBUOETENICTBA, KAKTO W
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eNeKTPOHHN cepTudmKaTM e [OoCTa MnonesHo B obpasoBaTenHua cektop. Ha Bceku
OOKYMeEHT ¢ pabpunyHa HoMepaums HMe cb3gaBame gurntaneH HeroB obpas, KOUTO ce
Cb3faBa W CbxpaHaBa B undpoB dopmat. Ton nputexasa WOEHTUYHU U MNPaBHU
CTOMHOCTM KaTo OpuruHana, M3nosisBaMkm TeXHONormuM 3a KpuntupaHe u umdpoBo
noanuceaHe, Kouto ca 4act oT Blockchain TexHomormute. Taka rapaHTupame
aBTEHTUYHOCT WU HEMPUKOCHOBEHOCT Ha JaHHWUTE, KaKTO U Ce rapaHTupa HerosaTa
LSANOCT.

Blockchain TexHonormnte ca pasnpegeneHa kpuntorpadcka cuctema, KosiTo
rapaHTMpa CcOBCTBEHOCT, €NUMWHMpPA MNOCPeaHMUUTE, rapaHTupa Mpo3pPadYHOCT WU
npocrnegmMMocT Npu ynpasreHne Ha npouecu ¢ noseye yd4actHuun. Blockchain mpexara
ocurypsea geueHTpanu3anpaHa, curypHa v npospadyHa cpega. Ypes Smart gorosopurte
ce aBToOMaTu3Mpar npouecuTe No BanuanpaHe, nsgaBaHe N CbXxpaHeHe Ha JOKYMEHTM.
Blockchain TexHonormnte MmHaxa npes HAKOMKO eTana Ha pa3BuTue 40 MOMEHTA:

 Blockchain 1.0 ce dokycupa BbpXxy QUHAHCUTE, 4Ype3 Cb3daBaHe Ha
KpuntoanyTtu (Bitcoin).

 Blockchain 2.0 pgoBege 40 cb3gaBaHETO Ha AeueHTpannampaHu
npunoxeHna(Dapp) v MHTeENUreHTHU gorosopu(smart contract).

» Blockchain 3.0 ce dhokycupa Bbpxy nHTEponepaTMBHOCT Ype3 paspaboTBaHe Ha
MexaHu3bM pasnuyHu Blockchain mpexu ga koMmyHukupaT n ga obMeHST JaHHU
nomMmexay cu.

* Blockchain 4.0 nHTerpupa TexHonormn kato WHTepHeT Ha Hewata (loT) wn
n3kycteeH nHtenext (Al) [7].

3a no-necHa paspaboTka M No-ACHa CTPYKTypa WU apXuUTeKTypa Ha cuctemara,
pasgenuxme mpexata Ha asa Blockchain kaHana, KakTto e nokasaHo Ha ur.2.

O6pasoBaTenHa MHCTUTYLUUS
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Bcekn kaHan obcnyxea pasnuyeH Habop OT y4aCTHUMUM M TpaHcakuuu, npotuya
pasfMyHa noruka, paspaborBanikm pasnniyeH Habop OT MHTENUreHTHU gorosopu(smart
contracts)

B nbpBua kanan ,O6pasoBaTenHa cepTuduumpawia cpega“ yvyacTHUUMTE ca
BCMYKM oby4yaBalun ce nuua Ha TeputopuaTa Ha Penybnuvka bbnrapuss m BCUYKK
obpasoBaTenHn MHCTUTYUMN, KouTto usgasat APH v cepTudmkatn 3a npemuHan etan
Ha obyvyeHne unn gageH Kypc. BbB BTOpMA kaHan ,KaHgupgatctBaHe 3a pabota”
y4yacTBaTt BCMYKM paboTogaTenun u kaHangatuTe 3a pabora.

Bcekn 4YoBek nony4dyaBa cBOW AurntaneH noptgensn, B KOUTO We Ce CbxpaHsasaT
BCUYKM AnrnTanHu odbpasun Ha APH n ceptrudomkaTin, KouTo Tom € Nnpngobun npes uenus
cu XuBoT. KoraTo CTyZleHT ce 3anucBa B AafleHa creunanHocT B YHMBEPCUTET, OCBEH
BCUYKN HYXXHW OdaHHW TOM wm3npawia v cBosi nybrivyeH Ky OT AUrnTanHus Cu
noptdpenn. Korato npeMmnHe npes Lenusa etan Ha obyvyeHne U U3NbITHU BCUYKN HY>KHU
N3NCKBAHUS, YHMBEPCUTETHLT u3gaBa OuNSioMa M uM3npawa 3asBka KbM  KaHan
,ObpasoBartenHa 1 ceptudmumnpalla cpega“ 3a m3gaBaHe Ha gurntaneH obpas Ha
AOKYMeHTa, N3BMKBanMKn smart contract. Tosnm MHTeNUreHTeH 4oOroBop Nnpasu 3asiBka KbM
cuctemata BlockCerts, KoATo nsgasa HyXHUSA gurutaneH obpas. BlockCerts e oTBopeH
cTaHgapT 3a nsgasaHe Ha PH, ceptudukaTtn n gpyru JOKYMEHTU, YUNTO MeTadaHHU
ce cbxpaHsBaT B Blockchain. WHTeNWreHTHMAT [J0roBop MNPUKIOYBa, KoraTo
NHpopMmpa obpasoBaTenHaTa MHCTUTYLUUS 3a HanuunmeTo Ha gurntaneH obpas Ha
AOKYMeHTa 1 ro 3anvcea B AurntanHusg noptenn Ha ctyaeHTa. Beako nuue B mpexara
MOXe [a cb3fafe cBOs aBTobuorpadus U Moxe fa kaHaupatcTBa 3a paboTa BbB
BTOpUS KaHan ,KaHangatcTBaHe 3a paboTta“. Bcekun pabotogarten, KOUTo € nyonukysarn
cBosi obsiBa 3a paboTa, nonydaBa enekTpoHHUTE aBTobuorpadumm Ha xenaewmrte
KaHOWOATU, KaKTO U BCUYKM TEXHU gurntanHu obpasun Ha AMnnomMu, CBUOETENCTBA U
cepTtudukatu. lNpu Hy>xaa n NpyM CbMHEHWE 3a TsXHaTa 4OCTOBEPHOCT U aBTEHTUYHOCT,
paboTogaTtenaT Moxe Aa Hanpasu 3asiBka kbM Blockchain mpexaTta 3a npoBepka.
NHTENUreHTHMAT OOroBop OT TO3M kaHan ce obpwblia kbM BlockCerts cuctemaTta 3a
BepudmKkaumnsa Ha Te3n AoKyMeHTU. [pouechT NpuknioYBa, Korato uanpailiadsT nonyydm
OTroBop.

3AKNKOYEHUE

Tasn cuctema 6u npegocrtaBmna Bb3MOXHOCT BCUYKM OAHHU U UHCTUTYUUKM Aa
paboTAT CUHXPOHU3MPAHO KaTO HamMansiBa Bb3MOXHOCTTA 3a danwundpuumpaHe Ha
AaokymeHTn. CamuTte ydawm uwe CbxpaHsBaT BCUYKMTE CU auruTanHu obpasu Ha
obpasoBaTtenHM [OOKYMEHTU Ha eaHo MaAcTto. Ob6pasoBaTenHUTE WMHCTUTYLUKM LUE
aBTOMaTM3NpaT M3gaBaHETO Ha AOKyMeHTu. PaboTtogatenute necHo we Banuaupar
kKBanudukaummte n JOKYMEHTUTE Ha KaHOMAAaTUTe, KaTo cMcTemaTa LWe npeaoctaBsun no-
6BbpP3 1 cUrypeH npoLec 3a kKaHguaaTcrBaHe 3a paborTa.

BJIATOOAPHOCTU

ABTOpMTE mM3Ka3BaT cCBOATa 0OnNarogapHOCT 3a 4acTudHaTa noakpena Ha
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