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Abstract:

Digital computer forensics is a key discipline in overcoming cybercrime. Traditional investigative
methods have been greatly enhanced by digital transformation, which includes the use of automated
forensic analysis tools and big data. The report explores the application of these innovations in
computer forensics to improve the effectiveness of forensic investigations. The technologies that
support the collection, analysis and interpretation of digital evidence are analyzed, as well as the
advantages and challenges. The interaction of cyber risk management and digital transformation is
investigated, highlighting key vulnerabilities and security strategies. Digital transformation is
revolutionizing cyber risk management by integrating innovative technologies to detect, prevent and
mitigate cyber threats. The application of computer forensics and cybersecurity risk management in
digital transformation in the training of students and cadets at the Bulgarian Naval Academy is
demonstrated.
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BbBEOEHUE

HdvrntanHarta TpaHcopmauns NPOMEHS He caMo MeToAUTE Ha npenogaBaHe, HO
MW caMOTO CbabpXaHue Ha o0y4yeHMeTo B cdepata Ha kubepcurypHoctta. C
HapacTBaHETO Ha KnbepaannaxuTte, oby4eHMEeTO MO KOMMNITbPHA KPUMUHANUCTUKA U
ynpaBneHMe Ha pucka TpsbBa Aa OTroBaps Ha HOBWUTE Mpeau3BuKaTenictBa 4ypes
WHTErpupaHe Ha aBTOMaTU3NPaHU KPUMUHANUCTUYHM WHCTPYMEHTW, CKEHepu 3a
YA3BUMOCTN, CUMYyMaUMOHHU Cpean M aHanu3n B pearnHo Bpeme. B KOHTekcTa Ha
6bp3opasBMBalMTE Ce  TEeXHONOrMM W BCe  MO-CROXHUTE  Kmbepsannaxu,
TpaanumoHHnTe opMm Ha NpenogaBaHe ce Oka3BaT HeAOCTaTb4yHU, 3a Aa NOAroTBAT
edekTMBHO BGbaeLlum cneunannuctn 3a npeamsBuKaTencTeaTa Ha peanHusa aurutanex
cBaT. durutanHaTta TpaHcdopmauus He ce m3pasdBa camMO B MPeMMHaABAHETO KbM
eneKkTpoHHN nnaTtdopmmn 3a obyyeHue, a BKMOYBA LUANOCTHO MPECTPYKTypupaHe Ha
MeToauTe Ha npenogaBaHe, y4ebHMUTEe nNporpaMmmn 1 TEXHOMOrMYHaTa MHpacTpyKTypa,
n3nonseaHa B 0byuymtenHma npouec. B oby4yeHNeTo no KOMNTbPHA KPMMUHANUCTUKA
TOBa O3Ha4aBa WHTErpmpaHe Ha npodecnoHanHn KPUMUHANUCTUYHNU UHCTPYMEHTU U
peanucTM4yHNn CUMYyNaunoHHM cpeau 3a pascriegBaHe Ha MHUMAOEHTWU, U3BMMYAHE Ha
uMcppoBM fOKa3aTesicTBa N aHanM3 Ha 3noBpeaHa AeuHocT. B ynpasneHneTo Ha pucka
B KnbepcurypHoCcTTa gurmtanHata TpaHcdopmauus npenoctaBss Bb3MOXHOCTM 3a
npoBexgaHe Ha MNpakTU4Yecko obyyYeHue C U3Non3BaHe Ha CKeHepu 3a YA3BUMOCTW,
aBTOMaTM3NPaHN CUCTEMU 3@ MOHUTOPUHT N NaTopMn 3a OLEHKa Ha 3ansiaxu.
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N3JTOXEHUE

TexHonornm B KOMNIOTbPHaTa KPUMUHANIUCTUKA

C HapacTBawarta ungposusaumsi Ha obLLECTBOTO NpecTbnHaTa AenHOCT BCe Mno-
4ecTO ce NpemMecTBa B AurMtanHa cpefa. Tosa Hanara TpaHcopmauus n agantayus
Ha MeToauTe 3a pascrefBaHe Ha NPEecTblIEHNA 4pe3 npunaraHe Ha WMHOBATMBHMU
TexHonormm B cdpeparta Ha KoMnoTbpHaTa KpuMnHanuctuka (digital forensics). Llenta
Ha HaCTOALIOTO NpoyYBaHe € Aa ce aHanuampaT OCHOBHUTE TEXHOSTOMMYHN MHOBaLUN,
N3NOM3BaHN B CbBPEMEHHUTE KPUMUHANUCTUYHN pa3cneaBaHns, TEXHUTE npeanMcTsea
N OrpaHNYEeHns, KakTo U Obaewmte HaCOKM B pasBUTMETO Ha uudpoBaTta
KpuMnHanuctuka. CodptyepHn nnatgopmmn kato FTK (Forensic Toolkit), EnCase,
Autopsy n X-Ways Forensics gaBaT Bb3MOXHOCT 3a Obp30 M3BMMYaHe Ha JaHHU OT
KOMMNIOTPU, MOOWMHU YCTPOMCTBA, MPEXOBM XpaHunuwa u obnavHm ycnyru.
ABTOMaTM3aumMATa 3HAYMTENHO YCKOpsiBa Mpoueca Ha CcbOupaHe Ha uUMdpoBU
AokasaTtesictBa, KaTo e€e[HOBPEMEHHO C ToBa Ce cnaseBaT CTaHgapTuTe 3a
AokasaTtesicTBeHa rogHocT. AnroputMmu ot nskycteeHna nHtenekt (M) ce npvnarar 3a
aHanu3 Ha ronemu obemn OT AaHHW N 3a OTKPMBAHE Ha noao3puTenHun dannose,
noBeAeHYeckn Modenu unm snospeneH codtyep. MawmnHHOTO obyvyeHne no3eonsisa
Knacudukauma n npeackassaHe Ha WMHUMOEHTM Bb3 OCHOBa Ha obyyeHu mopaenu,
noBUWAaBankn eqEKTUBHOCTTA Ha KPUMUHANUCTUYHUA aHanuis. TexHomnorusta Ha
pasnpeneneHaTa cdetoBogHa kHura (DLT) Hamupa npunoxeHue B NpocneasiBaHeTo U
BepuuumpaHeTto Ha uudpoBuTe [JokasaTencrsa. Ypes 65iok4enH Moxe pa ce
rapaHTupa, 4ye uudposuTe apTedaktTm He ca bunu MaHunynupaHu cneg TAXHOTO
cbbupane. Cuctemun kato SIEM (Security Information and Event Management) n NDR
(Network Detection and Response) npepoctaBAaT pfaHHWM 3a pascnenBaHe Ha
KN6epuHUMOEHTHN, KaTo NO3BONsABaT NPocnensiBaHe Ha ataknTe A0 TEXHUS U3TOYHUK U
Bb3CTaHOBSIBAHE Ha XPOHOSOrMsitTa Ha cbLouTumsaTa.

[MpeanmcTBaTa Ha UM POBU3NPAHNTE KPUMUHANUCTUYHN METOAM BKIOUBAT:

« CKopocCT 1 edreKTMBHOCT: CbBpEMEHHUTE MHCTPYMEHTU MO3BONSBAT aHanM3 Ha
TepabanTn gaHHM 3a KpaTko Bpeme. Autopsy, FTK Imager n X-Ways Forensics
no3BonsiBaT M3BAMYaHe, WMHAOEKCUMpaHe W aHanu3 Ha OrpoMHM obemn paHHn —
BKITHOUYMTENHO Xapaamckose ¢ Kanaumtet Hag 5—10 TB B pamMkuTe Ha YacoBe, a He OHW.
[Mpennarat Bb3MOXHOCTM 3a napanenHa obpaboTka, MHOeKCMpaHe U TbpCeHe B
MUIMOHKU hbannoBe 3a MUHYTU. ToBa € 0COBEeHO BaXXHO MpW aHanu3 Ha U33eTn TBbLPAU
AnckoBe, MOBUMHKM YCTPONCTBA U 0ONaYHM XpaHunuuia.

[Mpn pascnenBaHe Ha crnyvan ¢ geTcka nopHorpadusa B [epmMaHus, U3non3BaHeTo
Ha 6a3upaHa cuctema Ha UM 3a oTkpuBaHe Ha M30b6paxeHust HamansiBa BpeEMETO 3a
npernen ot pascnegBawmute ¢ 80%, kato knacuduuupa M npuopuTMsmpa
CbMHUTENHUTE pannose. B cnyyan Ha kKopnopatmBeH npobmB B Gasata AaHHWM Ha
3apaBHoocuryputenHa komnanuma B CALL, ekun oT umMdpoBn KpUMUHANUCTU U3N0Nn3BaT
Nuix 3a ckaHupaHe 1 KaTteropuampaHe Ha 7 TB gaHHW, CBbpP3aHU C KITMEHTCKU 3anucu,
B paMKuTe Ha 36 yaca — BpeMe, KOeTo pbyHa NpoBepka He Bu morna ga NocTurHe 3a
cegMmuun.

o [peumnsHocT: ABTOMaTM3NpPaHUTE MPOLECU N aHanu3u 3HaYUTENHO HamanssaT
pUcka OT YoBeLLKM rpekn. CopTyepHn Moaynm mMmoraT TOYHO Aa U34YMCnsiBaT BPEMEBH
MapKu, aa U3BnuyaT CKPUTU Un U3TPUTK (pannoBe 1 Aa PEKOHCTPYMpaT KOMYHUKaLNK
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OT yaT npunoxeHus. CneuynannsnpaHnuTe coPTyepHU peLleHns n3nona3saTt anropuTMmm
3a TOYHa wuAeHTUdMKauua Ha annoBe, Xelw CpaBHEHWUS, BPeMEBM aHanmsm wu
Bb3CTaHOBSABAHE Ha MU3TPUTU OaHHWU. ToBa noBuwaBa OBEKTMBHOCTTA Ha CbbpaHuTe
AoKasaTesicTBa U TaxHaTa topuandecka CTOMHOCT.

[Mpn kMbepnpecTbnneHne cpelly punHaHcosa MHcTUTyums B CALL, nsnonssaHeTo
Ha Volatility Framework (uHCTpymeHT 3a aHann3 Ha RAM nameT) pgosexga Ao
OTKPMBAHETO Ha ,BPEMEHHO" WHXEKTUpaH 3roBpedeH KoA4, KOWTO YOBELUKUAT
aHanusatop 6y morbn ga nponycHe. [pyr crnyyam e npu mnsnonssaHeTo Ha Volatility
Framework 3a npoHUKBaHe B NpaBuUTENCTBEHA Mpexa, Npu KOUTO ekcnepTuTe ycnsisaT
Aa n3BriekaT 3roBpefeH Ko OT ornepaTtvBHaTa NnameT Ha 3apa3eH KOMMITbp — 3a4aya,
NOYTM HEBB3MOXHA 3a pbyeH aHanu3 6e3 BUCOK PUCK OT MPOMYCKMU.

« MOGMAHOCT M AucTaHUuMoHeH pfocTtbn: ObnadyHuTe M OoTAaneYeHn cucTemu
no3sonsiBaT pascrnensaHe 6e3 dwmamyecko npucbctene. Magnet AXIOM Cloud unu
Cellebrite Cloud Analyzer, nossonssaT OCTbLN U aHanNn3 Ha UMPOBKU JOKa3aTesicTBa
OT pascTosaHue, BKMouuTenHo aaHHuM ot Google Drive, iCloud, Dropbox n Microsoft
OneDrive, kaTo pascrnegsawmrte opraHuM Mmorat aa npernexgaTr [goKasaTerncrsa
ANCTaAHLUMOHHO OT pasfn4yHn reorpaddCKkm JIOKauumn, B CUHXPOH C JTIOKanHU eKCcnepTu.
ToBa e 0T 0COBeHO 3Ha4YeHNe B TpaHCrpaHWYHU pascneaBaHnsa Unun nNpu naHgeMUYHN
orpaHudeHusd. lNpu onepaumsa Ha EBponon cpewy OHMaWH TpaduKk Ha HapKOTUUM,
eKcrnepTn OT pasfUyHK ObpXaBu M3non3saT cnogeneHa obnadHa cpefa, 3a Aa
aHanuaupaTt 1 KoopamHupaT OencTBusaTa cu B peanHo speme. [Nnatgopmn kato AWS,
Azure n Google Cloud npegnarat mawabupyemu 1 rBkaBu peLleHns 3a ynpasneHue
Ha curypHocTTa. Ypes nHctpymeHTn kato AWS Security Hub n Azure Security Center,
opraHmsauuuTe moraT LeHTpanuampaHo ga Habniwogasat, aHanuMampaTt U pearmpart Ha
3annaxu [6].

B xmbpugHa nHdppactpykrypa Azure Sentinel ce nanonssa obnadeH SIEM noaxog,
KOWTO MO3BONsSIBA MUIHOBEH aHanu3 Ha rofieMm obemm OT OaHHM M MHTerpauust c
moaenu Ha N 3a npeackasBaHe Ha 3annaxu.

« MHTerpupaHe c gpyrn cuctemu: CobluecTByBa Bb3MOXHOCT 3a CBbp3BaHe C
HauuMoHanHn 6asn  gaHHM 1 nonuuenckn  nnatdopmn.  CbBpEMEHHUTE
KPUMUHANUCTUYHN MHCTPYMEHTU MoOraTt [a ce CBbp3BaT AUPEKTHO C HauWOHamnHu u
MexayHapoaHu 6asn gaHHu, kato INTERPOL’s I-24/7, AFIS (aBTOMaTM3npaHa cuctema
3a npbcToBM oTnevaTbum) mnu Europol's EIS (European Information System). NMpwu
pascriegBaHe Ha npecTblHa rpyna 3a oHfnanH namamu, asToMaTUYHOTO CpaBHEHUE Ha
MAC agpecu u IP nokaumm ¢ BbHLWHM 6a3n gaHHK gosexaa 4o 6bp30 naeHTudnympaHe
Ha 3anof4o03peHn B HAKOMKO Abpxasu. MIHCTpymeHTn kato IBM i2 Analyst’'s Notebook n
Palantir morat ga ce cBbp3BaT CbC CUCTEMU 3a KpUMUHanNHM gocmeta, 6aHkm 3a OHK
npodounun, GuomeTpmnyHm 6a3m gaHHM u apyrn. B pamknte Ha onepauus Ha Esponon,
OAHHW, U3BJIEYEHM OT KOMMKOTBbP Ha YIieH Ha opraHu3npaHa npecTbhHa rpyna, ca
CbMOCTaBEHN C XPOHOMOrMATa Ha KOMyHMKauMm OT nnatopmMa 3a KpunTUpaHu
cbobuieHna ypes mHTerpaumns cbe cuctemata EIS (European Information System),
BOAeWu A0 naeHTudmumpaHe Ha oLle neTmmMa Cbyy4acTHULN.

YnpaBneHue Ha KWGeppucKka B enoxata Ha gurutanusaums

YnpaeneHneto Ha kubeppucka npeacTtaBnsiBa npouec Mo uaeHTUduumpaHe,
OLleHKa M CMeK4YaBaHe Ha puCKoBe, Mpou3TMYallM OT MoTeHUumarHu unm peasHu
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knbepaTtaku, ysi3BUMOCTU B CUCTEMUTE, YOBELLKU MPELUKN N 3rIOHAMEPEHN OENCTBUSI.
[Mpn TpaguUUMOHHMUTE NOAXOAWN YNpaBreHNETO Ha pucka ce (PoKycupa OCHOBHO BbpXYy
3awmtarta Ha UT nHdpactpyktyparta [2, 3, 4]. C gurutanHaTa TpaHcdopmaums obade,
00xBaTbT Ha pucKka ce paswupsiBa 40 pasnpegeneHn obnadHm cpegu, ycTponctea c
0T, cnabo 3awmTeHn MOBUNHU U ANCTAHLUMOHHN MOAESNN U U3KYCTBEH UHTENEKT, KOUTO
cam Moxe fa 6bae MaHunynupaH.

CbBpeMEHHUTE OUruTanHu TEeXHOSNorMM He camo nopaxgaT puckoBe, HO U
Cb3aBaT HOBU Bb3MOXHOCTU 3a TAXHOTO ePEKTUBHO YrpaBrieHune:

« A3KyCTBEH WHTENEeKT W MaWWHHO obyyeHue: W3KYyCTBEHUAT WHTENeKT ce
npeBpbLLla B OCHOBEH KOMMOHEHT 3a ynpasreHne Ha kubeppucka. Cuctemn 3a
OTKpvBaHe Ha aHomManuu (SIEM, nokasaHa Ha curypa 1, SOAR nnatdopmun) nsnonssar
NN 3a ngeHTudomumnpaHe Ha nogo3puTesiHO NoBeaeHne B peasiHo BpeMe.

SECURITY INFORMATION
AND EVENT MANAGEMENT

( Log Collection D— _C Real-Time >
( Log Analysis )— —< User Activity Monitoring )

Event Correlation —] — Dashboards

Log Forensics -] — Reporting

( IT Compliance >— SIEM —( File Integrity Monitoring )

( App Log Monitoring )— _< syswhr/lnoiiltjoer\i/rge Log )

Object Access Auditing j— L Log Retention

dur. 1. YnpaBneHue Ha MHpopmMaumnmoHHaTa CUrypHOCT U cbbutnara [8].

[Mnatdopmun kaTo IBM QRadar, Splunk, Microsoft Sentinel n Darktrace nsnonssar
anropuTMu 3a MalMHHO 0By4eHue, 3a Aa pasno3HasaT aHoManum B NOTPEBUTENCKOTO
noBegeHne, MpexoBnsa Tpadurk n goctbna Ao pecypcu [7]. Ako notpebuten BHeE3anHo
3anoyHe ga u3Ternst ronssMo KONMMYecTBO YyBCTBUTENHM (pannoBe M3BLH paboTHO
Bpeme, cuctemaTta aBTOMaTUYHO e reHepupa curHan 3a UHUMAOEHT.

B npaktukata, npunaraHeto Ha UM 3a noBegeH4yeckn aHanua nossonssa 6bp30
OTKpMBaHe Ha aTaku Tvn "insider threat", ransomware unn KOMNPOMETUPaHN akayHTW,
KOUTO Buxa ocTaHann HesabenssaHu OT TPAAULMOHHUTE MEPKM 3a CUTYPHOCT [1].

« ABTOMaTM3auus: ABTOMaTtn3npaHo ynpasrieHne Ha YS3BMMOCTU U CbOTBETCTBUE
ype3 WHCTpyMeHTM KaTto Tenable Nessus, Qualys Vulnerability Management wn
Greenbone OpenVAS aBTOoMaTu3uMpaT npoueca no ckaHupaHe, KnacuduumpaHe u
OoTCTpaHsBaHe Ha yas3Bumoctn [5]. C Tenable.io opraHuzaummte wmorat pga
ocblUecTBABAT HeMNpekbCHAT MOHWUTOPUMHI Ha obravyHa WH@pPacTpykTypa WU
aBTOMaTM4YHO da cb3gaBaTr ,TUKETU® 3a eKUnuTe Mo CUrypHOCT, Korato € OTKpuTa
KpuTuyHa yassumocT (Hanp. CVE-2023-23397 — zero-click yassumoct B Microsoft
Outlook). ABToMaTu3auuaTa 3Ha4YMTeNHO CbKpawiasa BpemeTo 3a peakuns (MTTR —

Mean Time to Respond) 1 cnomara 3a nocturaHe Ha HOPpMaTUBHO CbOTBETCTBMUE, KaTo
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T€3M UHCTPYMEHTU Ca CbBMECTMMM C U3NCKBAHUATA Ha MeXOyHapoaHUTe perynauum
kaTo ISO/IEC 27001, NIS2 n GDPR, n nognomarar npoLeca rno cb3gaBaHe Ha OT4eTU
N aBTOMaTU3NPaHN MEPKN.

3AKITIOYEHUE

B ycnosusaTa Ha HapacTBalla gurntanmMsaunsa Ha BCUYKM acnekTn oT obLLecTBEeHMS
N UKOHOMWUYECKMA KMBOT, oObpasoBaHMeTO B cdepaTta Ha KOMMIOTbpHaTa
KPMMUHanNMCTMKa M ynpaBrieHNETO Ha pucka B KnbepcurypHoctTa ce npeBpbllia B
cTpaterndyecku npuoputeT. lurntanHara TpaHcopmanmsi Beve He € ObaeLl, OpueHTup,
a TeKyll npouec, KOMTO M3MUCKBaA aKTMBHa ajanTtaumd, MHoBauMuM W UHBECTULUN B
pecypcu 1 KOMNeTEHLMN.

MpenctasennTe B AoKnaaa npaktuku ot BBMY ,H. W. Banuapos* unoctpupat Kak
ype3 BHeapsiBaHE Ha CbBPEMEHHU TEXHOMOrMM — KaTo CKEHEpWU 3a YA3BMMOCTW,
CUMYNALMOHHN cpeaun, KPUMUHANUCTUYHM NNaTtqopMn U CTaHAapTU3MpaHn paMmKkm 3a
OLeHKa Ha pucka — obyyeHMeTO ce TpaHcdopmupa OT TeopeTudHa MNoaroToBka B
NpaKTN4eckn edpekTUBEH MHCTPYMEHT 3a uarpaxgaHe Ha npodecnoHanHa roToBHOCT.

Bvaoewute ycunua cnegsa Aa 6baaT HACOYEeHM KbM  pas’lMpsiBaHeE Ha
BUpTyanHute nabopaTtopun, noBuwaBaHe Ha uudpoBaTa KOMMNETEHTHOCT Ha
npenogaBaTennte, BbBeXgaHe Ha oOyuutenHu cuctemu, nogkpeneHn ot U wn
3aCUIeHO NapTHLOPCTBO  MeXAy akageMWYyHUTe WHCTUTYUuKW, Obpxasata W
NHOYCTPUATA.
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